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MyChart Two-factor Authentication

Two-factor authentication for MyChart helps keep your information secure.
Two-factor authentication is required for all MyChart accounts and cannot be turned off.

The process will require both your normal login information (your MyChart username and
password) as well as a code that is sent to the email address or mobile phone number on
file at Virtua, or a code that is generated by an authenticator app.

1. On the MyChart login screen you will first enter your MyChart username and password,
then click Sign in:
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0 Need a New Clinician or Specialist? |2 *)| Pay Your Bill
Many of our specialties are available to schedule @ Review account balance and securely pay your

online through MyChart or Find a Doctor.

@ Communicate with your Care Team

Send and receive non-urgent messages.

Manage Appointments

Schedule, reschedule, or cancel appointments,
even telehealth appointments. View past and
upcoming appointments.

bill online anytime, from anywhere.

Request Prescription Refills

Review, refill, and request your prescriptions.

Manage a Loved One's Health

Caregivers and parents can download a proxy
access form to request access to a loved one's
health information.

Create an Account

/]
I Access Medical Information ; Get Care Now! ;
- ) ) o % ) Pay Bill As Guest
Review your test results, immunizations, after- = From telehealth to safe in-person care, you have
visit health summaries, treatment plans, and next options to get the right care when you need it. We
steps. break it down and make it simple so you know
where to go.

Get a Price Estimate

Help & Support

2. If you have both an email and mobile number on file, you will see the screen below.
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a. You will select your preferred method of verification (authenticator app, email, or
text message). The pages below will outline the process for all available methods:
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Verify Your Identity

It is our goal to make sure your health information is safe and secure. You will now be required to enter a one-time use security code to
verify your identity.

Learn more

How would you like to receive the code?

D Get from authenticator app

(@ Text to my phone

Send to my email
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Email Verification

1. If you select the Send to my email button, the following screen will appear, indicating
that a security code was sent to your email on file. Leave this page open while
retrieving your security code from your email.
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Verify Your Identity

We've sent a security code to ah****1@virtua.org.
Learn more
Enter your code below to continue.

Enter Code

*
Skip this step next time
Verify

Please wait up to 10 minutes to receive your verification code.
If you haven’t within the time frame, please click the link below.

Resend code

2. Once you have the six-digit validation code from your email, enter the code into the
Enter Code field, highlighted above.

a. Please note that there could be up to a 10-minute delay with the code reaching
your email. Do not leave or close the MyChart webpage to check your email, as
this will reset the previous login and you will have to start over with a new
security code.

b. If you need to open an additional browser to retrieve the code, most internet
browsers will have a plus (+) sign at the top, which will allow you to open an
additional tab. Use this new tab to access your email. Here is an example of what
this will look like:

A

i} E3 MyChart - Login Page x |1+
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c. In the new tab, you will navigate to your email provider while leaving the
MyChart tab open:

i} | E3 MyChart - Login Page X | @] outlooklivecom x| 4+

d. You can switch back and forth between the MyChart and email tabs by clicking
on them.

3. Once you have retrieved your validation code, go back to the MyChart screen to enter
the six-digit code, then click the verify button:
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Verify Your Identity

We've sent a security code to ah****1@virtua.org.
Learn more
Enter your code below to continue.

Enter Code

r

Skip this step next time

Verify <=

<

Please wait up to 10 minutes to receive your verification code.
If you haven't within the time frame, please click the link below.

Resend code

a. After correctly entering the six-digit code, you will be brought to the MyChart
home page.
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Mobile Phone (Text Message) Verification

1. If you select the Text to my phone button after logging into MyChart, the following
screen will appear.
a. You will automatically receive the security code to your mobile number on file.
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Verify Your Identity

We've sent a security code to ***-***-4015.
Learn more
Enter your code below to continue.

Enter Code

.
Skip this step next time
Verify

Please wait up to 10 minutes to receive your verification code.
If you haven't within the time frame, please click the link below.

Resend code

b. You will then enter your six-digit validation code.
i. Please note that there could be up to a 10-minute delay for the code to be
received by your cellphone carrier.
c. After correctly entering the code, you will be brought to the MyChart homepage.

IF YOU DO NOT RECEIVE THE TEXT MESSAGE, you may need to opt-in to receive text
messages from Virtua:

Text the word START to 252814. This will ensure that you are able to receive messages
from Virtua. Once you have completed the opt-in process, then start over at step 1 by
logging into MyChart and select the option to receive the verification code via text
message.
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Authenticator App Verification

This option is only available if you have already set up an authenticator app for use
with MyChart. You can do this within “Account Settings” once logged in to MyChart
using a different two-factor authentication method.
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Verify Your Identity

*Indicates a required field.
Use your authenticator app to get a security code.
Learn more
Enter your code below to continue.
*Enter Code

.

| Trust this device for 30 days

Verify
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1. If you select the Get from authenticator app button, you will need to retrieve a
code from your authenticator app. This does not happen automatically.

a. You will need to open your authenticator app and find the Virtua MyChart
entry.

b. Copy the code provided and enter it in the MyChart “Verify Your Identity”
screen, then select “Verify”.

c. After correctly entering the code, you will be brought to the MyChart
homepage.
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